

Water Marked Data
Abstract:   
              Water marked data is a web based application which is used to find out the leaked agents of an organization. The objective of the system is to detect when the distributor’s sensitive data has been leaked by hackers, and if possible to identify the agent that leaked the data.
 
Existing System:
              The Existing System can detect the hackers but the total no of cookies (evidence) will be less and the organization may not be able to proceed legally for further proceedings due to lack of good amount of cookies and the chances to escape of hackers are high.

Proposed System:
         In the Proposed System the hackers can be traced with good amount of evidence. In this proposed system the leakage of data is detected by the following methods i.e.., generating Fake objects, Watermarking and by encrypting the data.


Modules:  
Module 1			 : Administrator Module
Module 2			 : Employees Module 
Module 3			 : Identification of leaked data.
Module 4                     : Probability

Administrator Module:
All the privileges of the website are only available with the administrator. Admin has privileges to accomplish the following responsibilities/tasks:
· Manage Users (Add, Edit, Delete, Lock/Unlock, Assign Permissions)
· Manage Articles (Add, Edit, Update, Delete)
· Manage Categories (Add, Edit, Update, Delete)
· Send Messages
· Upload Documents




Employee Module:
Some of the privileges are restricted to the Employee by the administrator. Only a few permissions are available with the employees. Employees have the following task/responsibilities. Employees have Read-only access to the content.
· Employees can Read the articles
· Download the Documents
· Read the messages which are send by the Admin

Data Leakage Detection:
The main scope of this module is providing complete information about the data/content that is accessed by the users within the website.
· Forms Authentication technique is used to provide security to the website in order to prevent the leakage of the data.
· Continuously observation is made automatically and the information is send to the administrator so that he can identify whenever the data is leaked.





Probability
In this module we are calculating the probability to the agents who is leaking the data.
We are calculating the probability in two ways: sample and explicit.

Software Specification:
Technologies      	: ASP .Net 
Language               : C#.Net
Database           	: MS-SQL Server 2005
IDE                   	: Ms-Visual Studio .Net 2008

Hardware Specification:
Processor         	         : Pentium
RAM                	         : 1GB











